The Supreme Court

is figuring oul how fo
apply the 2245-vear-old
Constitution fo foday's

@ﬁ;@?ﬁﬁmﬁ world s earricia smiTH

avid Riley was pulled over
by San Diego police in 2009
f because his car regisiration
had expired. During the traffic

stop, police found two loaded
guns and on examining his smartphone
discovered text messages and videos they
asseciated with a local gang. The police
arrested Riley and seized his phone.
Later, police found information on
Riley’s phone linking him to a shooting.
Riley was convicted of atternpted murder
and semtenced to 15 vears to life in prison.
But in a landmark ruling about pri-
vacy rights this summer, the Supreme

Court overrurned Riley’s con-
viction. The justices ruled
that police need to ask
permission or get a war-
rant from a judge o search
someone’s phone-—just as
the police need permission o
search inside someone’s home,
The ruling, which was applauded
by privacy advocates, is the latest
example of how the courts are trying to
apply the basic rights enshrined in the
Constitution to life in the 21st century.
“I’s the Supreme Court’s job these
davs io ry to balance the Constitution’s

. somewhat  antigue values
with 10-day"s technology,”
says Supreme Court expert
Lyle Denniston. )
When the Founding
Fathers sat dowr 1o write
the Censtitution and the Bill
of Rights in the late 1700s, they
made sure that the First Amendment
protected the right 1o free speech
{among other things) and that the
Fourth Amendment protected the right
to privacy. But the Framers could never
have imagined anything like smart-
phones, Facebook, and Google—or how
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much of the world’s interactions today,
from socializing to conducting business,
would take place digitally,

In the past few years, the courts have
begun wrestling with a host of ques-
Hons raised by technology: Can stu-
dents be punished for criticizing their
teachers on Facelook? Can websites be
required to reveal the identities of those
who post anonymaous negative reviews?
Do laws against cyberbullying violate
freedom of speech? (See box, p. 16.}

The ceilphone privacy ruling, in Riley
v. California, was probably the most
important case about digital rights vet
decided by the natien’s highest court.
The nine justices unanimously ruled
that because police hadn't obtained ;
a warrant (permission granted by a i
judge} or Riley's permissioh hefore i
searching his phone, they had violated
his Fourth Amendmeqf right to privacy.

What the Framers Thought
The Fourgh 'Az'nendmem prohibits

.“.pﬁ;“éaf?gna_lﬁ%-.é’gér_@ae'é and seiziires” -
- (see b'bjc,“ below}, il figuring ot Fow .
Lo apply that!18¢h-cenfury phrase IU
2lst-century elelctrogiic devices is 2~
challenge. When' thé Fi‘amei‘é.wi‘o{e
the Fourth Amendment, they-had in
mind the British soldiers before the .
Revolution who could enter colonists’
homes, search their property, and seize

This section of the Bill of Rights prohibits “unreasonahle
searches and seizures.” A quick quide to your rights,

When the police asic yvou if they can search
something—whether it's vour house, your car, or your
phone—vyou always have the right to say no,

H you say no, the police nead a court-issuyed warrant
to do a search. They also need a warrant to listen in on
the phone cails of suspected criminals,
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If you say ves to a search, you're giving up your
Fourth Amendment rights,
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~an individual to carry such infor-

their belongings without permission.
Today, people’s most private informa-
tion, from bank records to personal
correspondence and intimate photos, i3
all accessible from a device that leaves
home when they do.

“The fact that technology now allows

mation in his hand,” Chief
Justice John G. Roberts Jr.
wrote in his opinion for
the Court, ©
the information any less
worthy of the protection
for which the Tounders
fought.” '
According tothe Pew Research
Center, 90 percent of Americans have
cellphones;

does not make

almost 60 percent have
smartphones. Most of us are rarely
without our phones; as Roberts noted
in his opinion, 12 percent of Americans
even-use their phones in the shower,
An average smartphone can held

W0 times more information than the

entire 72,000-page collection of James
Madison’s papers in the Library of
Congress, according to privacy advo-
cates. It also contains things simply
not available in the phvsical world:
A cellphone’s GPS, for example, pro-
vides a precise record of a person’s
whe;eabnuta over time,

These
the chief justice said, °
a pervasive and insistent
part of daily life that the
proverbial from
Mars might conclude they
were an import

smartphones are,
‘such

visitor

tant feature
of human anatomy.” And, he

added, “they could just as eas-
ity be called cameras, video playvers,
Rolodexes, caiendars, tape recorders,
libraries, diaries, albums, televisions,
maps, Or newspapers.”

The courts have long allowed war-
rantless searches in connection with
arrests, saving they are justified by the
need to protect police officers-~from

suspects who might be armed,
example—and to prevent the destruce
tion of evidence such as drugs that
could be flushed down the toilet.

But the Court said neither justi-
fication made sense in the case of
cellphones. The possibility that evi-
dence could be desiroyed or hidden
by “remote wiping” or encrypiion pro-
grams could be addressed by an officer
turning off the phone or placing it in
a gpecial evidence bag thai blocks the
signal until a warrant can be obtained,

Tablets & Laptops

The stereotype of Supreme Court jus-
tices is that thev're old-fashioned and out
of touch with today’s technology. But ail
nine justices—who range in age from 54
10 81 —have celiphones, and they seemed
to understand what was at stake inn the
case. In an era when
ting the conservative block of justices
against the liberal one—have become
almost standard, the Court spoke with

5-to-4 rulings—pit-

Oiher digital rights issues
the courts are grappling with

Anonymous Oniine Beviews

B few years ago, Hadeed Carpet, a
business outside Washington, D.C.,
was getiing iots of bad reviews on
Yeln that if believed were being
posted by & competitor. Hadeed sued
Yeip to force it to disclose the real
names of the ancenymous reviewers.
A Virginia appeals court ruled earlier
this year that Yelp must reveal
those names. Dissatisfied customers
“have a constitutional right 1o speak
anonymousty over the infernet,” the
court said. “However, that right must
be balanced against Hadeed's right
to protect its reputation.” Yelp says
the ruling fails to protect the free-
speech rights of internet users and
is appealing.

Hmmt}hﬁ ohes
tis type of pepsbfishment.

ABBOLUTELY 85%FELH Pesio sauce |

&

ausE, horible servics, idis

ik

Cubarbutiving Laws
After a wave of high-profile
cyberbullying cases—some invoiving
suicides of young pecple who were
bullied onling--13 states passed
iaws making cyberbuilying & crime,
New York's highest court is now
considering a chalienge to 3 local law
against cyberbullying. The issus is
whether these laws violate freedom
of speech. The ruling could have big
implications for similar laws around
the couniry.
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Gtudent Free Sps
Can schoels punish students for poking
fun at teachers on Facebook? In 2012,
two courts issued confiicting decisions
A Minhesota court said that student
speech off schoot grounds is “protectad
under the First Amendment and not
punishabie by schoo! authorities”
uniess it's threatening or disrupiive.
But North Carcling made it a crimg

for students o “intimidate or forment

a schoo! employes” onfine, The issusg
could be headed to the Supreme Sourt.
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- information about danger-

COURTHEY SACTOMAN Pyl

C“Privacy comes at a cost.”

one $10-0 voice on cellphone searches,
Chief justice Roberts acknowledged
that the ruling will make things hard-
er for police, Cellphones “can provide
valuable incriminating ‘

ous criminals,” he wrote.
But, he emphasized,

Kesides, Roberis noted,
these days law enforcement  ¢hE

can sometimes use e-mail
to get a warrant within
15 minutes. In a irue
ROW-or-never situation-——
like finding a ticking bomb
or a kidnapped child—a warrantless
ourth Amendment’s exception for emer-
gency clircumstances.

In the most basic terms, the ruling will
mean that for the 12 million people who

search could he permitted under the
8

are arrested every year—many of them for
minor offenses-—police won't be allowed
to searcl: their celiphones withowt get-
ting a warrani first. But the ruling’s impact
will likely he much broader, experts say:

“The Cowrd
b Tty T K
thneet oligitienl
imbormetion iz
florent Hemn
waEper @
ceinimets and
lecithones,’

i you're sreested=-ike this student
protesting tuition policies at the University
of Michigar last year—poiice can'f search
your phone without & warrant,

i T

It almost certainly means police will also
need & warrant {o search other electron-
ic devices, like tablets and laptops, which
can also hold the most intimate detail# of
a person’s life, '

“The hig takeaway
here is that the Court
gels it,” says Alan Builer
of the Elecironic Privacy
information Center. “The

digital information is dif-
ferent than paper and
cabinets and lockboxes.”

Butler says the ruiing
also has huge implica-
tions for future privacy cases, "Courts
will now be mare likely to rule in favor
of greater privacy protection for digital
records,” he says.

And the ruling has implications for
varipus lawsuits challenging the gov-
ernment’'s widespread collection of
Americans’ phone call data by the
National Security Agency; the NSA sur-
velllance program was revealed to the
public last vear by Edward Snowden,

Court understands that-

an NSA contractor whoe fled the U.S.
and Is now facing espionage charges.

The cellphone ruling was the second
time in the past few vears that the Supreme
Court has rejected government claims that
it needs freedom to use new technologies
to fight crime: In 2012, the Court ruled
unantmously in United States v. Jones that
police violated a drug suspect’s privacy
rights by placing a GPS tracking‘device Ot
his car without a warrant.

The Right 4o Be Forgotion’

American courts aren’{ alone in tackling
digital issues. In the European Union, the
highest court ruled in May on a question
vital to anvone who posts updates or pho-
tos on Facebook, Twitter, or Instagram: Do
people have the right to erase themselves
from the Internet, which seems to remem-
ber things forever? The court decided that
Google and other search engines must
consider individuals’ requests to remove
links that they say contain embarrass-
ing or negative information or otherwise
infringe on their privacy.

Google, which received more than

41,000 requests (o remove search results
in the first month after the ruling, has
begun complying with a principle that’s
ali‘e_ad;i being called “the right to be {orgot-
" (The ruling doesn't apply to search
engines outside BEurope, and the links will
still be available on Googlein the 11.5))
Jeffrey Chester, director of the Center

ten.

for Dvgital Demoeracy, in Washington, ™"

D.C., says there are still a lot of big digi-
tal, issues for the courts 10 faclkler Whao
uitimately controls the digital path-
ways that make up the internet? Is the
vast imformation gathering of private
companies ke Google an invasion of
privacy? Should every American have
equal access to the Internet?

“Our society is going through dra-
matic changes, and at the heart of it is
our relationship with the use of tech-
nology,” Chester says. “A ot of these
issues will wind up before the Supreme
Court sooner or later.” =

With reporting by Adam Liptak of The News

York Tirnes.
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